JAVA 8 beallitasai CSTINFO eléréséhez

A CSTINFO rendszer m(ikodéséhez sziikséges szoftverek:
- Internet Explorer 9 vagy Ujabb verzid,

- Java 1.8.73 vagy ujabb verzio,

- Adobe Reader 8 vagy ujabb verzid.

32 és 64 bites operaciés rendszer esetén is mind a Java, mind az Internet Explorer 32 bites verziéjat kell

hasznalni!

A rendszer miikodéséhez sziikséges Java beallitasok

A Java beallitasait a Start menii - VezérlGpult — Java-t inditva, a Java Control Panel-en kell elvégezni.

Update fiilon, a Java automatikus frissitésének allitdsa:

A fulén ki kell kapcsolni az automatikus frissitést. Amennyiben a Check for Updates Automatically
jelél6négyzetben pipa van, torolje azt onnan.

B 1ava Control - 10| x|

cererf] Update aval SE-:urit':.-'l &dvanced

Update Matification

The Jawva llpdate mechanism ensures wou hawve the most updated
version af the Java platform, The options below et wou control how
updates are obtained and applied.

kifw Me: Before downloading LI

[ Check For Updates Autarnatically Gdvanced, ., |

Click the " Jpdate Mow" button below ko check for updates, Anicon
will appear in the swstem tray if an update is available. Move the
cursar over khe ican ko see the skakus of the update,

Java Update was last run at 10:55 on
2014.05.14.. Update Mo
0K I Cancel | apply |
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Java flilon, a Java futtatokornyezetének bedllitasa:

Generall Updcurityl .ﬁ.dvancedl

Java Runtime Environment Setktings

Wiew and manage Java Runtime versions and settings for Java applicatiﬁand

applets,
View, ., |

| (04 I Zancel Appli

A View gombra kattintva a User fiilon valasszuk a Runtime Parameters feliratu oszlopot, kattintsunk bele
az ott talalhatd dobozba, és illessziik be ide az aldbbi szoveget:

-Djava.vendor="Sun Microsystems Inc."

Ugyeljiink arra, hogy a szévegben ne legyen semmilyen eltérés!
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B

(£ Java Runtime Environment Settings

Pla... Product Location Path Runtme Parameters  Enabled  Archite...

1.8 L8.0_1561 fhttp:/fiava. ... -Dja\.-'a.\.-':nd:-r ="5U... < biats]

)

Find || Add

Security fiilon, a biztonsagi szint beallitasa:

Java 1.8 esetén a ,, High” lehetGséget kell kivalasztani.

Generall Jpdate | Ja vanced |

[¥ Enable Java content in the browser

Security level For applications not on the Exception Site lisk
£ Wery High
Cnly Java applications identified by a certificate From a trusted authority are allowed to run,
U and only if the certificate can be verified as nok rewvaoked.
{+ High

Jawva applications identified by a certificate from a trusked authority are allowed to run, even
if the revocation skatus of the certificate cannot be verified.

Exception Site Lisk

Applications launched from the sites lisked below will be allowed to run after the appropriate
security prompks,

ttps: ) festinfo, allamkincstar, gow.bu ;I
_I Edit Site List... |
-
Restore Security Prompts | Manage Certificates. ., |

ale I Zancel | Apply I
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Biztonsagi kivételek hozzaadasa:

Az Edit Site List gombra kattintva a https://cstinfo.allamkincstar.gov.hu url cimet hozza kell adni és OK

gombbal érvényesiteni.

B Exception Site List x|

Applications launched from the sites listed below will be allowed ko run after the appropriate security
prompks.,

Lacation

ttps: [ festinfo. allamkincstar. govw.hu

add | Remoye |

f"h FILE and HTTP protocols are considered a security risk,
‘e recommend using HTTRS sites where available, U

ok I Cancel |

Advanced fiilon, Java 1.8 esetén még az alabbi bedllitasok sziikségesek:

A Check for signed code certificate revocation using beallitasahoz valasszuk a Certificate Revocation Lists
(CRLs) lehet&séget.

A Check for TLS certificate revocation using beallitdsahoz valasszuk a Certificate Revocation Lists (CRLs)
lehetdséget.

Az Advanced Security Settings beallitdsndl a Use TLS 1.0 melletti jelol6négyzet legyen lres, a Use TLS 1.1
valamint a Use TLS 1.1 melletti jel6l6négyzetbe pipat szlikséges tenni.
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https://cstinfo.allamkincstar.gov.hu/

Generall Updatel Ja‘ual Security

----- { Publisher's certificate only ﬂ
----- % All certificates in the chain of trust

----- { Do not chedk (not recommended)

heck for signed code certificate revocation using

----- {¥ Certificate Revocation Lists I:CRLSK::I

----- { Online Certificate Status Protocol (OCSF)

----- " Both CRLs and OCSP

Perform TLS certificate revocation checks on

----- ™ Server certificate only

----- * Al certificates in the chain of trust

----- {~ Do not chedk (not recommended)

Chedk for TLS certificate revocation using

----- % Certificate Revocation Lists (CRLs)

----- {~ Ornline Certificate Status Protocol (OCSF)

----- { Both CRLs and QCSP

dvanced Security Settings

----- [ Enable the operating system's restricted environment (native sandbox)
----- [+ Use certificates and keys in browser keystore
----- [ Enable blacklist revocation chedk

----- [ Enable caching password for authentication
----- [T Use 551 2.0 compatible ClientHello format

[

b g

- Use TLS 1.0
-V UseTLS 1.1
¥ UseTLS 1.2
Miscellaneous
----- [T Place Java icon in system tray e
: | s PO sHN PR Y AN | RS . P j

QK I Cancel | Apply |
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Advanced fiilon a biztonsagi figyelmeztetések — amennyiben zavardak - egy része kikapcsolhaté:

Generall Updatel Javal SeCurit

..... " Always allov d
..... + Prompt user
..... ™ Mever allow

h=)

pplication Installation

----- % Install if hinked

----- ™ Install if shortcut created

----- €~ Install if hinted and shartout

----- ™ Mever install

Secure Execution Environment

----- [¥ &llow user to grant permissions ko signed conkent
----- [ Shows sandbozx warning banner

----- [V allow user to accept JMLP security requests

----- [¥ Dion't prompt: For client certificate selection when no certificates or only one exists
----- [¥ Warn if site certificabe does not match hostname
----- [~ Shows site certificate fram server even if it is valid
Mixed code {sandboxed ws. trusted) security verification
----- (" Enable - show warning if needed

----- + Enable - hide warning and run with prntectinns<:| —
----- (" Enable - hide warning and don't run untrusted cade
----- (™ Disable verification (nok recarrmended)

Perform signed code certificate revocation checks on

----- ™ Publisher's certificate only

----- & 4l certificates in the chain of trusk

----- " Do not check {not recommended)

heck For signed code certificate revocation using

L™ Certificate Revacation Lists (CRLs)

-
£~ nwnline Carkificaba Skakoe Deabacal SCe SO _I

QK I Cancel | Apply |
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Altalanos tajékoztato

Az inditds soran lehetséges az alabbi ablak megjelenése, ami csak az elsé inditasnal jelentkezik.

Ha azt szeretnénk, hogy a tovdbbiakban ne kapjunk figyelmeztetést, akkor pipaljuk be a ,, Do not ask again
..." kezdetl( jelol6négyzetet, majd valasszuk a Later lehetGséget.

Java Update Ne

] o
\H!/, Your Java version is out of date.

=» Update (recommended)
Get the latest security update From java.com,

=% Block

Block Jawva content From running in this browser session,

=» Later
Conkinue and you will be reminded to update again later,

J

[” Do nat ask again until the next update is available.

El6fordul, hogy a Java frissiilése utdn a megfelelé beallitdsokat a fenti leirds alapjan ismételten el kell
végezni!

Ha minden feltétel adott, a beadllitasok a fenti leirasnak megfelelnek és az alkalmazds mégsem jut el a
bejelentkezési képernydig, akkor sziikség lehet a kordbban letoltott régi java appletek torlésére.

Torlést a General fUlén a Temporary Internet Files részen taldlhatd Settings... gombra kattintva

kezdeményezhetjik.
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B 1ava Control Panel

pdatel Javal Securitvl Advanced

=101

" About

Wiew version information about Java Control Panel,

about, .. |

" Metwork Settings

modify these settings.

Mebwork settings are used when making Internet connections. By defaulk, Java
will use the network settings in your web browser, Only advanced users should

Metwork Settings. ..

. Temparary Inkernet Files

later. Only advanced users should delete files or modify these setkings.

4

Files wou use in Java applications are stored in a special folder For quick execution

Setkings. .. | Wiew, ., |

OF I Cancel |

Apply |

A megjelend ablakban nyomjuk meg a Delete Files... gombot.

Temporary Files Settings

v Keep kemporary files on my compuker .

~Locakion

Select the location where temporary files are kepk:

s1huterjakinel ApphatatlLocall owt Sun JavaiDeploymenthcache Change,.. |

~Disk. Space

Select the compression level For JAR Files: II"-.I::une

Set the amount of disk space For storing tempoarary Files:

{ I | LI I A I I R R R E B B B | LI | J 32?68 :] ME
|_|

[

~

Delete Files. .. | Reskore Defaulks |

(] 4 I Zancel |
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Ezt kbévetGen az OK gombra végrehajtédik a file-ok torlése.

Delete Temporary Files x|

/ ."'\‘ Delete the Following temporary Files?

[

- —

|+ #pplications and Applets

v Trace and Log Files

O I Cancel

Ha a torlés sem eredményez megoldast, akkor a kdvetkezd |épések segithetnek:

- Uninstallalni kell a java-t,

- Torolni a user profile \AppData\LocalLow\SUN konyvtarat (Windows7),
- Torolni a \Program Files\Java konyvtarat,

- Torolni a Registry HKEY_LOCAL_MACHINE/SOFTWARE/JavaSoft kulcsot,
- Gépet Ujrainditani,

- Ujra telepiteni a Java-t.

A fenti leiras a rendelkezéslinkre allé szoftververzidk és az eddigi tapasztalok alapjan késziilt.
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